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Privacy and data security 
issues continued to be a major 
focus for companies in 2016. 
Whether you’re a chief legal 
officer, chief technology officer 
or anyone who worries about 
privacy for your organization, 
this roadmap lays out the issues 
your company could potentially 
face in the coming year.

1. Facing Harm-Based Suits 
After a Data Breach

Companies who suffer data 
breaches continue to be con-
cerned that after providing 
notice, they will face class action 
lawsuits. A common defense has 
been to argue that the plaintiffs 
have not suffered harm. In the 
spring of 2016, the Supreme 
Court ruled in Spokeo, Inc. v. 
Robins that statutory violations 
alone were not enough to satisfy 
the injury requirement for stand-
ing because such alleged harms 
were not concrete. The justices, 
however, added the caveat that 
a concrete harm need not neces-
sarily be tangible.

Going into 2017, there remains 
confusion as to whether or not 
a data breach-related lawsuit 
will be dismissed because there 
has been no harm.

For example, a federal district 
judge in New Jersey ruled that a 
class of plaintiffs lacked stand-
ing to sue J. Crew for allegedly 
including too many credit card 
digits on customer receipts. The 
plaintiffs argued that they were 
harmed because the extra credit 
card numbers on the receipts 

would expose them to potential 
future identity theft. The judge 
ruled that the mere heightened 
risk of future identity theft is 
not a concrete harm. How-
ever, in two unrelated cases in  
Florida—involving the same 
credit card receipt issue — 
courts found that an increased 
risk of future identity theft was 
concrete enough to establish 
standing. Expect to see more 
divided cases like this in the 
coming year.
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2. The New European-Wide 
Privacy Regulation

As a result of the passage of the 
EU General Data Protection Reg-
ulations (GDPR), multinational 
companies will spend much of 
2017 preparing for compliance. 
The regulation goes into effect in 
May 2018. It differs from the cur-
rent privacy regime in Europe, 
under which Member States have 
implemented their own national 
legislation to effectuate the EU 
Data Protection Directive (Direc-
tive 95/46/EC).

Several critical differences 
distinguish the GDPR from the 
Directive. These differences 
will require many companies to 
assess their current practices and 
create new internal procedures 
to ensure compliance. For exam-
ple, the GDPR includes a “right 
to be forgotten.” Under this right, 
individuals can ask the data con-
troller to delete their personal 
information. Companies will also 
have to keep detailed records of 
their data processing activities. 
This replaces prior DPA registra-
tion requirements that exist in 
some jurisdictions.

Certain companies will also 
be required to have a data pro-
tection officer. There are also 
provisions for how to handle 
data breaches and the types of 
security required for personal 
information.

3. Privacy Shield May Gain 
More Traction? Or Not…

The EU-U.S. Privacy Shield—
successor to Safe Harbor—

went live in August 2016. The 
program gives European com-
panies wishing to export data 
to U.S.-based companies an 
avenue to do so without violat-
ing EU privacy laws. There are 
other options, and after Safe 
Harbor was called into ques-
tion many companies executed 
Model Clauses.

Doubts around the Privacy 
Shield are causing several orga-
nizations—including those 
that previously participated in 
Safe Harbor—to consider giv-
ing Privacy Shield a miss. Chief 
among the concerns is that the 
EU Commission will re-evaluate 
the effectiveness of the Shield 
each year. Presumably, if the 
commission has concerns, it will 
decide that EU companies can 
no longer rely on the Shield as 
a basis for the transfer of infor-
mation. Other prime concerns 
have centered around the level 
of contractual provisions that 
need to be in place with third 
parties with whom the U.S. 
entity shares EU information, 
and the Department of Com-
merce’s assertions that it will 
be giving participants greater 
scrutiny than it did under Safe 
Harbor.

4. Privacy and Security 
Changes Coming in China

In November, the Chinese 
government passed a compre-
hensive cybersecurity law that 
is causing concern for non- 
Chinese organizations. In par-
ticular, the law permits the 

Chinese government to audit 
organizations and potentially 
release source code and encryp-
tion keys to the government. 
The law also requires govern-
mental permission before trans-
ferring personal information out 
of the country. This new cyber-
security law is set to go into 
effect in June 2017. As a result, 
companies with Chinese opera-
tions are assessing their security 
and data transfer policies.

Additional legislation seems 
to be on the horizon. In the 
summer (of 2016) the State 
Administration of Industry 
and Commerce solicited com-
ments on proposed regula-
tions to implement the existing 
Consumer Rights Protection 
Law. Under the regulation, the 
amount of personal information 
that can be collected would be 
limited to that which is rele-
vant to the company’s business 
operations. Where consumer 
consent is required, records of 
that consent would need to be 
kept for five years. These devel-
opments suggest that additional 
privacy legislation may be com-
ing in 2017.

5. Industry-Specific Privacy 
Requirements

It seems like every federal 
regulator wants to get in on 
the privacy action these days. 
We will be watching closely in 
2017 to see if this trend con-
tinues. The requirements being 
imposed on organizations by 
this ever-increasing alphabet 
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soup of regulators is not always 
consistent.

For example, in October 
the Federal Communications 
 Commission’s privacy regula-
tions for broadband providers 
was passed and compliance 
deadlines are coming up in 2017 
and 2018. Several state attor-
neys general have expressed 
concern about the regulations, 
which will require covered enti-
ties to get express prior consent 
(i.e., opt-in consent) from cus-
tomers before collecting “sen-
sitive” data. Sensitive data is 
broadly defined, however, and 
includes children’s information, 
health and financial informa-
tion, geolocation records and 
internet browsing history.

This opt-in regime conflicts 
with the FTC’s opt-out approach. 
The attorney generals’ fear is that 
this law might not only preempt 
state privacy laws, it adds yet 
another layer to an already com-
plex patchwork of privacy laws.

As requirements on organiza-
tions proliferate, having a clear 
understanding of what informa-
tion a company holds, how it 
gets it, is used, is protected, and 
what the most common secu-
rity vulnerabilities are will be 
invaluable in 2017.

6. Consumers Aren’t Letting 
Go Of Their Phones Anytime 
Soon

Companies might use loca-
tion data to interact with con-

sumers through mobile apps, 
but many consumers continue 
to use mobile phones for one of 
their basic functions: sending 
texts and making calls. Under 
federal regulations (the Tele-
phone Consumer Protection 
Act), autodialed calls or texts 
to cell phones cannot be made 
without consent. And if the con-
tent of the message is advertis-
ing in nature, specific language 
must be in the consent request. 
And the consent itself must be 
signed (a digital signature will 
suffice). Consumers are most 
easily reached on their cell 
phones. This, coupled with the 
rigorous consent requirements, 
will result in continued cases 
about auto-dialed calls or text 
messages to cell phones.

7. More Changes to Track 
in State and European Data 
Breach Laws

The trend among U.S. states 
for continually tweaking their 
data breach notification laws 
has not changed. In 2016, five 
states had modifications to 
their breach notification laws 
that went into effect (Califor-
nia, Nebraska, Oregon, Rhode 
Island and Tennessee). Cali-
fornia has already made addi-
tional changes that will go into 
effect in 2017 marking the sixth 
time the law in that state has 
been modified. Illinois, too, had 
changes that will go into effect 
on January 1. Also looming on 

the horizon are the breach noti-
fication requirements in Europe 
(under GDPR) that will go into 
effect in May 2018.

Some U.S. states expanded 
the definition of triggering per-
sonal information, however, 
save for modifications to add 
health-related (or biometric) 
information, these changes 
merely reflected provisions 
that existed under other states’ 
laws. Some states —California, 
Illinois, Nebraska and Tennes-
see— tweaked how they handle 
encrypted information. Other 
modifications included when 
individuals need to be noti-
fied, or added a requirement 
to notify the relevant attorney 
general.

From a timing perspective, 
of greatest concern may be the 
72-hour window companies 
will have in Europe to notify 
their supervisory authorities 
after discovery of a breach. 
If there is a delay—and such 
reasons for a delay have not 
yet been explored by the EU- 
the company must explain the 
reason for the delay. It remains 
to be seen what would consti-
tute a reasonable delay. For 
example, would working with 
law enforcement be reason-
able, as is the case in the U.S.? 
Or investigating to understand 
the scope of the incident? Also 
unclear is when the clock will 
be viewed as beginning to 
tick.
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