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Winston & Strawn advertising, marketing and entertainment partner Liisa Thomas will speak at the 
International Association of Privacy Professionals (IAPP) Global Privacy Summit on March 8 in 

Washington, D.C. Ms. Thomas will present “Practical Steps for Handling Marketing-Related Tracking.” 
During this interactive session, Ms. Thomas will offer practical strategies and techniques for managing 

the legal obligations and risks of marketing-related tracking.  
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I. PROMOTIONS 
DOJ Reverses Position on Interstate Wire Act, Concludes Act Only Applies to Sports 
Wagering 

In a major shift that may pave the way for online gaming, the Department of Justice ("DOJ") 
issued an opinion on December 23, 2011 stating that the Interstate Wire Act only prohibits "the 
transmission of communications related to bets or wagers on sporting events or contests." 
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Previously, the DOJ had interpreted the Act to broadly prohibit all forms of online wagering. The 
decision comes in response to questions raised by officials in New York and Illinois regarding 
the legality of each state's proposed plans to sell lottery tickets to state residents via the Internet. 
Such transmissions related to the ticket sales would likely cross state lines, previously 
implicating the Act. Relying on an analysis of legislative history, the DOJ concluded that the Act 
was intended only to prohibit online wagering on sporting events. Because the proposed lottery 
sales do not pertain to sporting events, the sales would not violate the Act. The DOJ's reversal 
presents states with the opportunity to implement intrastate lottery programs using out of state 
transaction processors. 

TIP:   

NAD Reviews “Like-Gated” Facebook Promotional Deal, Determines “Likes” Convey 
“Social Endorsement” 

After reviewing a promotion offered by Coastal Contacts, Inc. on its Facebook page, the 
National Advertising Division (NAD) concluded that Facebook “likes” convey a message of 
general “social endorsement” and should not be obtained by misleading the consumer. The NAD 
reviewed several claims made by Coastal Contacts regarding a promotion for free and discounted 
glasses and contacts to users who “like” Coastal Contacts’ Facebook page. Restricting a coupon, 
deal or discount to users who “like” a company’s Facebook page is a popular promotion 
technique used by brands and businesses. However, the challenger, 1-800 Contacts, argued that 
Coastal Contacts' discount promotion was misleading and any additional “likes” by consumers to 
obtain the benefit of the promotion fraudulently increased Coastal Contacts’ visibility on 
Facebook. The NAD determined that Facebook “likes” mean many things to consumers, 
including that consumers like the company or product, that users who “liked” the content entered 
a like-gated promotion, or that consumers wanted to share content on the company’s page with 
their Facebook friends. Although the NAD recommended Coastal Contacts modify its claims 
regarding free or discounted contacts to more adequately disclose material terms, it found 
consumers were able to obtain the benefits available through “liking” the page and, thus, any 
increased visibility was not fraudulently obtained. The NAD cautioned that its conclusion would 
be different if the record demonstrated that consumers who participated in the “like-gated” 
promotion were denied the promised benefit or offer. 

TIP: Companies utilizing “like-gated” promotions and discounts should clearly and 
conspicuously disclose material terms of the promotion or discount on a page that is not 
“like-gated.” Companies should not use fraudulent or misleading offers or other 
inducements to increase the number of “likes” on a Facebook page.  

 

II. ADVERTISING 
NAD Finds Retailer's Decision to Discontinue Suggested Retail Price Advertising 
"Necessary and Proper” 

The National Advertising Division of the Council of Better Business Bureaus (NAD) recently 
reviewed several advertisements from H.H. Gregg that included savings claims based upon a 
comparison to the suggested retail price (SRP) of the items. In the challenged ads, H.H. Gregg 
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compared its sale price on certain items to the higher SRP for the items. After the challenge was 
initiated, H.H. Gregg voluntarily agreed to discontinue the ads at issue and to refrain from 
making a comparison to the SRP in the future unless such price is reflective of marketplace 
pricing, an action the NAD deemed "necessary and proper." The challenger referenced the FTC's 
Guides Against Deceptive Pricing which specify that, when advertising savings as compared to 
an established price, the price that serves as the basis for the comparison should be the price at 
which "a number of the principal retail outlets in the area are regularly selling" the product 
because consumers will understand the SRP to be the typical and usual cost for the product. 

TIP: Advertisers should use caution when making comparative pricing claims to ensure 
such claims are truthful and not misleading. Advertisers should refer to the FTC's Guides 
Against Deceptive Pricing for guidance when advertising savings.  

Judge Cancels Trademark Registration for Lack of Good Faith 

A federal judge recently voided W. Brand Bobosky's federal trademark registrations for WE 
NOT ME. Bobosky – an attorney himself – hired a trademark attorney to file an application for 
the phase WE NOT ME for use in connection with various types of apparel for men, women and 
children. In 2007, Bobosky's attorney contacted Adidas, claiming that its use of the phrase "We 
Not Me" in a basketball marketing campaign constituted trademark infringement. Attorneys for 
Adidas could only find that Bobosky was using this phrase in connection with baseball caps, and 
not the broad list of apparel items listed in Bobosky's trademark registration. In fact, Bobosky 
never manufactured any of the items listed in his trademark application. The court voided 
Bobosky's WE NOT ME trademark registration because it concluded that Bobosky lacked a 
good faith intent to use WE NOT ME on each item listed in his trademark application at the time 
the application was filed. However, the court permitted the case to proceed with respect to the 
argument that Bobosky had common law trademark rights in the phrase WE NOT ME. 

TIP:  You must have a bona fide intent to use a trademark in connection with all goods and 
services stated in your trademark application or your registration may be subject to 
cancellation. 

New York Jets Sued for Infringement of "Ultimate Fan" Mark 

Action Ink, Inc., a sports marketing firm, filed a complaint against the New York Jets and its 
games developer, Arkadium Inc., claiming that the defendants' use of "Ultimate Fan" on the 
teams' social networking applications violates Action Ink's trademark rights in the phrase.  
According to the complaint, the Jets use "Ultimate Fan" in connection with an online web 
application which allows fans to compete in contests and interact with the team online through 
parties and rankings. Actions Ink, who also provides online contests under the "Ultimate Fan" 
name, has a federal registration for "Ultimate Fan" and claims that it has been using the 
registered trademark since 1983 in connection with its contests. Action Ink alleges that the Jets' 
use of "Ultimate Fan" is likely to confuse consumers as to the source of both the Jets' and Action 
Ink's contests and as to whether the two entities are associated in some manner. Action Ink is 
also seeking declaratory judgment to block the Jets' registration of "Ultimate Fan." 
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TIP:  Companies should exercise caution when selecting names for sweeps and contests. 
Use of trademarked phrases, even in the social media context, can expose advertisers to 
risk of a complaint of trademark infringement or false association. 

Reminder: Unauthorized Commercial Use of Olympic Designations is Prohibited 

With the London 2012 Olympic Games just over six months away, it is important to remember 
that the unauthorized commercial use of any Olympic trademarks, logos, or symbols, as well as 
any conduct tending to suggest any connection with the Olympics or the United States Olympic 
Committee (USOC), is prohibited by a federal law enacted in 1998, which grants exclusive rights 
to all Olympic marks to the USOC. Protected marks and symbols include Olympiad, Olympic, 
Team USA, "Go for the Gold," and the Olympic rings. 

TIP:  The USOC actively enforces its rights to the Olympic marks. Advertisers should not 
use these Olympic marks or in any way imply affiliation with the Olympic Games unless 
they are an official sponsor of the Olympics and the uses of the Olympic marks have been 
approved by the USOC. Furthermore, tickets to the Olympic Games should not be used as 
prizes in sweepstakes or contests without permission from the USOC. 

NAD Recommends Merck Discontinue Sunscreen Protection Claims 

The National Advertising Division (NAD) recently recommended that Merck Consumer Care, 
maker of Coppertone Sunscreen, discontinue claims that its SPF 15 sunscreen “protects across 
100% of the UVA UVB spectrum,” despite concluding that the challenged claim was literally 
true. All of the advertisements at issue included a disclaimer stating “amount of protection varies 
across spectrum.” Merck argued that its intended message was one of breadth of protection 
across the UV spectrum. While the NAD determined that the evidence in the record supported 
the intended claim that the sunscreen offered some protection for all wavelengths across the UV 
spectrum, the NAD reiterated that advertisers are responsible for all reasonable messages 
conveyed by their advertising. The NAD went on to conclude that it was reasonable for a 
consumer to interpret the claim to mean that Coppertone’s 15 SPF and higher sunscreens offered 
100% protection across 100% of the UV spectrum, which was not substantiated by the record. 
Further, the disclaimer was found to contradict the “strong, quantified performance message” 
conveyed by the claim. The NAD recommended that Merck discontinue the claim, but noted that 
nothing in the decision prevented Merck from touting the full spectrum protection of its 
Coppertone SPF 15 and higher sunscreens, provided that new claims not imply full protection 
across the UV spectrum. This challenge was brought by the NAD as part of its routine 
monitoring program. 

TIP:  Advertisers are responsible for substantiating all reasonable messages conveyed in 
advertising, regardless of the advertiser’s intended message. In some cases, even a claim 
that is literally true can be impliedly false if it is not carefully worded. Disclaimers may be 
used to clarify claims, but may not be used to contradict strong, unqualified claims. 

Ads Pulled After NAD Challenges Retouching of Model 

In a case that could have far-reaching effects for the cosmetics industry, the National Advertising 
Division of the Council of Better Business Bureaus (NAD) requested substantiation for the 
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implied claim that consumers who use the product will get lashes like those depicted in the 
photograph featured in the ad. In addition to making express claims that the product was “20% 
lighter vs. the most expensive mascara” and “provided 2x more volume vs. bare lashes,” the print 
ads also depicted a model demonstrating the product. The image was accompanied by a 
disclaimer stating that the lashes had been “enhanced in post-production.” Notwithstanding the 
inclusion of the disclaimer, the NAD concluded that the image conveyed the implied claim that 
the length and volume of the model’s lashes could be achieved by using the product alone. The 
NAD determined that the advertiser’s offer to permanently discontinue the advertisement was 
necessary and proper, and reiterated that product demonstrations in advertisements must be 
truthful and accurate and cannot be enhanced. While advertising regulators in the UK have been 
policing the retouched beauty ads for some time, most recently in an ad for foundation featuring 
Julia Roberts, this is one of the first times the issue has been raised in the United States. 

 

TIP: Product demonstrations in advertisements must be truthful and accurate and should 
not be enhanced. Disclaimers should not be used to “cure” false depictions of actual 
product performance created through the use of digital image enhancement. 

 

Mike “The Situation” Sorrentino Sues Abercrombie & Fitch Over Use of His Name and 
Image 

Mike "The Situation" Sorrentino recently sued Abercrombie & Fitch for trademark infringement, 
false and deceptive advertising, and right of publicity violations. Abercrombie & Fitch issued a 
press release asking Mike "The Situation" Sorrentino to stop wearing their clothing while on the 
reality television show, the Jersey Shore. In the press release, A&F stated that Sorrentino was 
contrary to the "aspirational nature of the [Abercrombie] brand." According to the complaint, 
A&F embarked on a worldwide advertising campaign using Sorrentino's name, image and 
likeness to create brand awareness for its clothes by falsely claiming that A&F had offered 
money to Sorrentino if he would stop wearing A&F's clothes. Sorrentino alleges that A&F then 
intentionally marketed and distributed t-shirts containing an obvious reference to Sorrentino and 
his trademarks on its website and in its stores, including shirts that stated "The Fitchuation" and 
"GTL...You Know The Deal." Sorrentino asserts that these references infringe his registered 
trademarks for "The Situation" and "GTL" and are likely to cause confusion among consumers 
who are likely to believe that Sorrentino endorses A&F in violation of the Lanham Act and 
Florida's Deceptive Advertising and Right of Publicity statutes.  

TIP:  Press releases are likely to be considered advertising and must be reviewed in view of 
applicable copyright, trademark and right of publicity laws just like than any other 
advertising. 

Pom Wonderful Wins Summary Judgment Motion Against Ocean Spray Regarding Juice 
Claims 

A federal court recently granted Pom Wonderful's motion for summary judgment with respect to 
claims asserted against Pom by Ocean Spray Cranberries regarding health benefit claims that 
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Pom is purportedly making for its pomegranate juice. Pom originally sued Ocean Spray for false 
and deceptive advertising and in response Ocean Spray filed a counterclaim alleging that Pom 
falsely advertises that its pomegranate juice has health-related benefits. Pom moved for summary 
judgment with regard to the claim asserted by Ocean Spray on the ground that Ocean Spray 
failed to show any evidence that it has suffered actual injury as a result of the allegedly false 
claims. The court granted Pom's motion and dismissed the claims against Pom because the court 
found that Ocean Spray failed to supply any evidence demonstrating that Pom's allegedly false 
advertising had any impact on Ocean Spray's sales or profits. Instead, the court concluded that 
Ocean Spray actually benefitted from Pom's allegedly deceptive conduct, in that strong sales of 
Ocean Spray's pomegranate-flavored product were attributable to the popularity of pomegranate 
juice resulting from Pom's advertising efforts. 

TIP: In order to successfully bring a false advertising claim against a competitor, it is 
necessary to demonstrate not only that the competitor is making false claims, but also that 
those claims have resulted in damage, e.g., by impacting sales and/or profits. 

California Attorney General Sues Water Bottle Manufacturers Over Biodegradable Claims 

The California Attorney General sued Enso Plastics, LLC, Aquamantra, Inc., and Balance Water 
Company LLC over claims regarding their plastic water bottles. The defendants sell plastic 
beverage containers that contain a microbial additive which purportedly causes the product to be 
completely "biodegradable." Under California law, it is illegal to label a plastic food or beverage 
container as biodegradable. California takes the position that plastic takes thousands of years to 
biodegrade and may never do so in a landfill. This lawsuit is the first government action to 
enforce the state's landmark environmental marketing law. According to the complaint, the 
defendants' advertising asserts that the bottles will biodegrade within one to five years, and that 
the bottles wills biodegrade in a landfill, compost, or other environment, including by the side of 
the road, leaving behind no harmful materials. The Attorney General alleges these claims are 
being made without competent and reliable scientific evidence, and are false or misleading to 
consumers in violation of California's Business and Professions Code § 17200.   

TIP: Biodegradable claims should be substantiated by competent and reliable scientific 
evidence that the entire product or package will completely break down and return to 
nature, i.e., decompose into elements found in nature within a reasonably short period of 
time after customary disposal. 

 

 

NAD Recommends Dr. Pepper Snapple Group, Inc. Discontinue Superiority Claims 

The National Advertising Division of the Council of Better Business Bureaus (NAD) recently 
recommended Dr. Pepper Snapple Group, Inc. discontinue certain superior taste claims in 
advertising for Mott’s Garden Blend Vegetable Juice. NAD determined the advertising at issue 
conveyed the message that Mott’s Garden Blend Vegetable Juice is better tasting than a 
competitive juice product. Further, NAD determined that the ad also impliedly communicated 
that the competitive product tastes “disgusting.” The commercial depicted a man “making 
unhappy faces” while drinking from an unidentified bottle of vegetable juice, which is contrasted 
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with a woman drinking Mott’s Garden Blend Vegetable Juice stating that the juice is “delicious.” 
The advertiser submitted a consumer perception survey which purported to show that the 
advertising did not convey a comparative superiority claim. However, NAD concluded that the 
advertiser’s consumer perception survey was materially flawed. NAD further concluded that the 
superior taste claim was unsupported, and references to the competitive product tasting bad were 
falsely disparaging. NAD cautioned that it will closely scrutinize “disparaging claims to ensure 
that they are truthful, accurate and narrowly drawn.” The advertiser was advised to remove 
comparative elements in the advertising and avoid false disparaging comparisons to competitive 
products. 

TIP: Advertisers should use caution when making comparative claims. Comparative taste 
claims should be fully substantiated with reliable consumer perception research and should 
be “truthful, accurate and narrowly drawn” to match the results of the research. 
 

III. PRIVACY 
Facebook Settles Privacy Complaints with Federal Trade Commission 

The Federal Trade Commission has just announced a settlement with Facebook, Inc. in 
connection with charges by the FTC that Facebook engaged in deceptive privacy practices. The 
FTC alleged that Facebook did not disclose to users that their Facebook information could be 
accessed by third parties without the users' explicit authorization. In particular, according to the 
FTC, although Facebook's privacy controls led users to believe that they could control who could 
see and access their profile information, platform applications could access user profile 
information regardless of the user's privacy settings. In addition, the FTC claimed that 
Facebook's privacy policies stated that applications could only access information related to the 
purpose of the application. In practice, however, the FTC alleged that applications could access 
more information than necessary to function. Furthermore, the FTC alleged that Facebook 
engaged in a violation of the FTC Act when it revised its privacy practices in December 2009. In 
particular, when Facebook announced its new practices, it claimed that users would have more 
control over their information. But, it did not disclose that after the revised privacy practices 
went into effect, they overrode users' previous privacy settings. In addition, contradictory to 
statements made to users by Facebook, Facebook shared user information with its advertisers 
without users' consent, to allow advertisers to target advertising to users based on users' profile 
information. Finally, the FTC claimed that Facebook failed to delete user information after a user 
deactivated or deleted their Facebook account, and Facebook continued to display photos and 
videos uploaded by the user, and did not disable third party access to such user information, even 
after the user deleted or deactivated his or her account, despite promises to the contrary. 

The proposed settlement requires Facebook to accurately disclose the extent to which it 
maintains the privacy of user information, including its collection and disclosure of information, 
the extent to which a user can control the privacy if his or her information, the extent to which 
Facebook discloses information to third parties, and the steps Facebook takes to verify the 
privacy or security offered by third party providers. Furthermore, under the proposed settlement 
Facebook will be required to obtain a user's express affirmative consent before enacting changes 
that would override the user's existing privacy preferences, and prohibits Facebook from 
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accessing user information more than 30 days after the user has deleted his or her account. 
Facebook will also be required to establish and maintain a comprehensive privacy program 
which addresses the concerns set forth in the FTC's complaint, and for the next 20 years must 
obtain a third-party audit of such privacy program to ensure compliance with the FTC's order and 
applicable law. Finally, Facebook will be required to maintain its records for FTC inspection in 
order to allow the FTC to monitor Facebook's compliance. If Facebook engages in conduct that 
violates the settlement, Facebook may be subject to fines of $16,000 per violation, per day. 

TIP: Websites that collect and store user information should ensure that they are 
accurately and comprehensively disclosing how user information will be used and 
disclosed. Companies should also take care when making material changes to privacy 
practices. The terms of this settlement also serve as a reminder that the FTC expects 
companies to have in place comprehensive privacy programs, and the mechanisms to 
ensure compliance with those programs. 

Mobile Marketing Association Releases Proposed Mobile App Privacy Guidelines 

As companies work this year towards creating privacy policies that are clear and comprehensible 
in the mobile environment, they may find the proposed “Mobile Application Privacy Policy 
Framework” from the Mobile Marketing Association helpful. The proposed framework 
recommends content that mirrors what many already have in their privacy policies: (1) what 
information is collected by the application; (2) how the collected information is used; (3) what 
information is shared with third parties; (4) how information is shared with third parties; (5) how 
information is secured and protected; (6) how consumers will be notified of changes to the 
developer’s privacy policy; and (7) privacy compliance with COPPA specific to the collection of 
information from children under 13. What makes the framework special – and helpful – are tips 
specific to the mobile environment. These include getting consent before pulling information 
from social networking platforms (such as friend lists, photos or check-ins), disclosing whether 
the application collects information through geo-location functionality and if so, how that 
information is used, shared and how the consumer can opt-out of geo-location tracking. The 
guidelines also suggest disclosing whether the user’s information is collected for targeted 
advertising purposes and how the consumer can opt-out of such collection. The framework may 
change, as the MMA sought public comment last year and may modify its draft based on that 
framework. 

TIP: When developing a privacy policy for the mobile environment, think about how a user 
will be able to easily and clearly view all of the disclosures in the document. Special 
formatting may be needed. Also think about disclosures that are specific to the mobile 
environment, which may not currently be included in your company’s standard privacy 
policy. This includes geo-location tracking. 

Massachusetts Court Notes ZIP Codes Personally Identifiable Under Credit Card 
Transaction Laws 

Following the lead of California courts, a Massachusetts district court recently held that ZIP 
codes are personal identifiable information under a Massachusetts law that prohibits recording 
such information on a credit card transaction form. In that case, the plaintiffs alleged that a large 
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national retailer collected and recorded ZIP codes on credit card transaction forms at the time of 
purchase, and used the ZIP codes in conjunction with other information to obtain plaintiffs’ 
home addresses to send marketing materials. Despite concluding that ZIP codes fell under the 
statute, the court nevertheless ordered a dismissal of the case, determining that plaintiffs failed to 
allege requisite injury resulting from the retailer’s conduct. Interestingly, the court still went 
through the analysis of whether ZIP codes are subject to the Massachusetts statute which 
prohibits recording personal information on a credit card transaction form. In determining that 
ZIP codes should not be collected, the court explained that the statute in question is designed to 
prevent fraud and protect consumers from identity theft by prohibiting retailers from recording 
on credit card forms information that could be used to put a consumer at risk (for example, by 
accessing a credit card account). The court noted that credit card companies may require 
consumers to provide ZIP codes as verifying information, just like it would with a PIN number. 
Thus, just as a consumer would be at risk if his or her PIN number was recorded, so, too, would 
the consumer be at risk if the ZIP code was recorded. 

TIP: Massachusetts follows California as the second state to hold that ZIP codes constitute 
personal information under laws regulating collection such information during a credit 
card transaction, or recording such information on credit card transaction forms. Similar 
cases may arise in other states with similar laws. Retailers should thus review their credit 
card transaction practices carefully to ensure they have appropriate procedures in place. 

EU Releases Final Data Protection Framework 

The European Union has released a much-anticipated draft data protection regulation, which 
would replace the existing EU privacy framework, in place since 1996. Under the current 
framework, each member state has put into place its own implementing legislation under an EU 
directive. Under the proposal, there would be both a directive for national legislation, as well as 
an EU-level regulation on privacy. Key changes from the existing laws would include a 
requirement to notify local data protection authorities in the event of a data breach. Notice would 
need to occur as soon as possible (and the proposal indicates that where feasible, it should 
happen within 24 hours of when the company becomes aware of the breach). The new 
framework also offers stronger individual protections, like a "right to be forgotten," requiring 
companies to delete personal information if there are no legitimate reasons to keep it; and a need 
to get explicit consent if permission is needed for data to be processed. This last protection 
would impact the use of information for direct marketing or online behavioral advertising, and 
companies would need to get consent through a clear affirmative action by the individual. This 
might include an unchecked check-box, but does not include silence or inactivity. The final 
regulation will proceed to the EU member states for approval, and if approved by the member 
states would become enforceable two years after the regulation was adopted.  

TIP:  There is still time before this new EU framework goes into effect, and it may change 
several times over the next few years. Nevertheless, companies that are subject to EU 
requirements may want to examine their current practices to get a sense of what steps 
would need to be taken to come into compliance, in particular with the data breach and 
consent provisions. 
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